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a counsel 
in crisis

Bernadette Baynie 
of Batelco Group 
lists the best ways 
for a general 
counsel to succeed 
in times of trouble.

O ne of the main roles 
of a General Counsel 
is to protect their 
company and its assets 

from a wide range of traditional 
corporate related risks – such as 
legal, regulatory, reputational, 
operational, financial and market 
risks. They are trained to execute 
this responsibility seamlessly for 
their companies and are highly 
experienced at doing so. 

We now live in an ever-changing 
world of digital transformation 
and technological advancements 
across a multitude of industries. 

In parallel to the above role, a GC 
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should also now focus on how they should 
protect their companies, their boards and 
themselves ahead of time from potential 
digital related risks such as cyber-attacks, 
data security breaches, consequential 
privacy breaches and corporate wide 
investigations. This approach will help 
them to respond to such situations swiftly 
and proactively instead of having to 
address, manage and resolve them at the 
relevant time in a reactive crisis mode. It’s 
all about good planning and preparation.

Outlined below the key matters that 
a GC should take into account in such 
circumstances:

❶ Check that your organisation has the 
right risk management framework to 
mitigate such risk exposure and to escalate 
matters promptly when things go wrong -: 
such a framework should feature (in both 
written and digital form for easy access) –  
(i) policies, processes, protocols, work 
flows, reporting mechanisms relating to 
data protection, cybersecurity and internal 
investigations; 
(ii) an effective risk management escalation 
process; and 
(iii) appropriate incident risk reporting 
requirements for all major risk related 
events;

❷ Ensure that there is managerial oversight 
and appropriate training to support the 
above framework.

❸ Check that employees understand and 
acknowledge, through the corporate 
values and codes of conduct of the 
organisation, that they each play a key role 
in championing risk management in their 
business operations and engage in conduct 
whereby they always “get it right the  
first time”.

❹ Ensure that the PR team is appropriately 
equipped with trained staff that will have 
the confidences to manage and respond to 
any adverse publicity and media attention. 

❺ Ensure that the company has in place 
appropriate insurance policies for cyber 
risks and data loss. Check periodically 
the insurance coverage levels, exclusions, 
limitation of liability and remedial action 
provisions in the policy and highlight these 
to your CEO and Board for review and 
appropriate decision-making. 

❻ Ensure that: 
(i) you; 
(ii) your executive management teams and 
boards at the group and opco level; and 
(iii) risk officers across the organisation; 
are kept up to date with all key legislative 
compliance requirements and liability 
exposures - involving data protection and 
cyber breaches - in the jurisdictions in 
which the company operates.

❼ When an actual cyber or privacy breach 
and/or regulatory investigation occurs, 
ensure that you personally, as the chief 
legal officer of the organisation, protect 
yourself from any possibility of being seen 
to be obstructing the course of justice 
or providing misleading information to 
markets, regulators and your Board of 
Directors. You need to maintain your 
independence at all times and conduct 
yourself in a manner that confirms to 
everyone that you are representing the best 
interest of the organisation (and not your 
fellow executives personal interests). 

❽ Achieve this by ensuring that you have 
all of the background facts and data to 
make reliable recommendations to your 
CEO and Board and to prepare and sign 
off on markets disclosures and public 
announcements, when required. It’s all 
about demonstrating solid leadership 
through your integrity and navigating the 
boat to safe ground. 

❾ If you do not have all of the facts then: 
(i) qualify and preface all of your 
communications to your C-suite executives 
and board with preliminary findings and 
written assumptions on the matter: 
(ii) take appropriate steps to obtain relevant 
data with the support and assistance of the 
Board Audit Committee, either from your 
internal audit team and/or any external 
investigative consultants; and 
(iii) maintain close communication with 
your Board of Directors so that they know 
that you are on top of the matter and have 
the capability to execute plan of approach 
that has been agreed upon. 

❿ Also, appoint, as early as possible, 
external counsel with specialist skills and 
experience to assist you to coordinate 
evidence, plan and respond to any breaches 
and/or regulatory investigation. It is 
imperative that you have the confidence in 

Appoint, as early 
as possible, 
external counsel 
with specialist skills 
and experience 
to assist you 
to coordinate 
evidence, plan 
and respond to 
any breaches 
and/or regulatory 
investigation.”



32 ISSUE 59  •  JANUARY 2017

Text by: 
BErnadEttE BaynIE, group general counsel, 
Batelco Group

them to deliver their legal services with the 
utmost professionalism and timeliness, as it 
will reflect adversely upon you if they fail to 
do so at a time when it matters the most. 

A suggested scope of work for your 
external counsel which could assist you on 
the matter is detailed below: 
» quarantine any current breaches and 

mitigate the associated risks;
» provide you with important advice, 

guidance and recommendations 
regarding: 

 (i) the level of legal and regulatory risk 
exposure of the organisation to the 
incident (and any specific employee/s), 
(ii) how to mitigate and recover damages 
(if possible) for any loss incurred as a 
consequence of the incident; and 

 (iii) the compliance steps required for 
the early and satisfactory resolution of 
the matter. They should also include any 
conflict of interest considerations for any 
personnel that may require separate legal 
representation etc; 

» locate, collate and preserve forensic 
evidence and protect it with legal 
professional privilege where possible; 

» aid and support management and the 
board with any subsequent external 
regulatory investigations and enquiries 
into the matter;

» draft and issue public announcements 
appropriately on behalf of the company, 
with board approval; 

» convey important internal (and at times 
unpopular) messages to management and 
employees from the board or you (which 
need to be imparted);

» prepare a strategic governance plan in 
liaison with your board for the ongoing 
management and resolution of the matter 

in the event that your fellow executives 
are subject to personal investigation and 
reporting;

● Adopt an experienced mentor or a trusted 
working colleague in the profession outside 
the organisation that may have been 
through this situation before – who can 
bounce ideas off and who can provide you 
with various alternate perspectives and 
approaches to consider (without breaching 
any confidentiality to your employer in  
the process). 

● Maintain your unwavering integrity, 
transparency and intuition throughout 
the process and always “do ethically and 
professionally what is right” (whilst at the 
same time ensuing that you have alternate 
employment options to rely upon in  
case the matter goes pear-shaped for 
whatever reason).

In conclusion, you cannot go wrong  
by always being true to yourself and using 
your wise judgment to resolve such high 
profile and impacting matters for your 
organisation. 

FEatUrE / Risk Management


